Department of Business, Economic
Development & Tourism
RELEASE DATE: FEBRUARY 19, 2021

REQUEST FOR PROPOSALS
No. RFP-21-05-BDSD
SEALED OFFERS
FOR
CYBERSECURITY EDUCATION AND TECHNICAL ASSISTANCE RELATED TO U.S.
DEPARTMENT OF DEFENSE CONTRACTING
STATE OF HAWAII
DEPARTMENT OF BUSINESS, ECONOMIC
DEVELOPMENT & TOURISM
WILL BE RECEIVED UP TO 4:00 P.M. (HST) ON
MARCH 19, 2021
IN THE BUSINESS DEVELOPMENT & SUPPORT DIVISION OFFICE, 250 SOUTH HOTEL
STREET, 5TH FLOOR, EWA WING, HONOLULU, HAWAII 96813. PLEASE DIRECT
QUESTIONS RELATING TO THIS SOLICITATION TO MARK J RITCHIE, TELEPHONE
(808) 587-2785, FACSIMILE (808) 586-2589 OR E-MAIL AT MARK.J.RITCHIE@HAWAII.GOV.
This solicitation may be obtained from the Business Development & Support Division Office. Please call
Mark J. Ritchie at 808-587-2785 to make pick up arrangements. There will be a five cent ($0.05) per
page charge. This solicitation may be also be accessed via the following URL:
http://hawaii.gov/spo/general/procurement-notices-for-solicitations.

MIKE MCCARTNEY, DIRECTOR
DEPARTMENT OF BUSINESS, ECONOMIC
DEVELOPMENT AND TOURISM
RFP-21-05-BDSD

TABLE OF CONTENTS

Page
SECTION ONE:

INTRODUCTION, TERMS AND ACRONYMS AND KEY DATES ....... 1

SECTION TWO:

BACKGROUND AND SCOPE OF WORK ........................................... 3

SECTION THREE: PROPOSAL FORMAT AND CONTENT .................................................8
SECTION FOUR:

EVALUATION CRITERIA ........................................................................14

SECTION FIVE:

CONTRACTOR SELECTION AND CONTRACT AWARD .....................15

SECTION SIX:

SPECIAL PROVISIONS ..........................................................................20

SECTION SEVEN: ATTACHMENTS AND EXHIBITS ........................................................ 22
•
•
•
•

Attachment 1: OFFER FORM, OF-1
Attachment 2: OFFER FORM, OF-2
Exhibit A: AG GENERAL CONDITIONS
Exhibit B: OVERVIEW OF THE RFP PROCESS

i

RFP-21-05-BDSD

SECTION ONE
INTRODUCTION, TERMS AND ACRONYMS, KEY DATES
1.1

INTRODUCTION
The Department of Business, Economic Development & Tourism is requesting proposals
for Phase III of its Hawaii Defense Economy Project initiated in Phase I and Phase II, in
2016-2017 and 2019-2020 respectively. The award of this contract is contingent upon the
award of Phase III of the Hawaii Defense Economy grant from the Office of Local Defense
Community Cooperation.

1.2

CANCELLATION
The Request for Proposals (RFP) may be cancelled and any or all proposals rejected in
whole or in part, without liability to the State, when it is determined to be in the best interest
of the State.

1.3

TERMS AND ACRONYMS USED THROUGHOUT THE SOLICITATION
BAFO
CPO

= Best and Final Offer
= Chief Procurement Officer

CUI

= Controlled Unclassified Information

DBEDT

= Department of Business Economic Development
& Tourism

DoD

= US Department of Defense

ELES

= Education and Learning Environment System

GC

= General Conditions, issued by the Department of
the Attorney General

GET

= General Excise Tax

HAR

= Hawaii Administrative Rules

HDE

= Hawaii Defense Economy

HRS

= Hawaii Revised Statutes

NIST

= National Institute of Science and Technology

Procurement
Officer

= DBEDT Director

RFP

= Request for Proposals

SPRS

= Supplier Performance Risk System

State

= State of Hawaii, including its departments,
agencies, and political subdivisions

SWOT

= Strengths Weaknesses Opportunities and
Threats
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1.4

REGISTRATION

All interested Offerors are urged to register. If you do not register, any applicable
Addenda will not be sent to you, and it will be your responsibility to obtain such
Addenda.
Send registration to Mark J Ritchie:
Email: mark.j.ritchie@hawaii.gov

Provide the following information:
 Name of Company
 Name of Contact Person
 Solicitation Number
1.5

 Mailing Address
 Telephone Number
 Email Address

RFP SCHEDULE AND SIGNIFICANT DATES
The schedule represents the State’s best estimate of the schedule that will be followed. All
times indicated are Hawaii Standard Time (HST). If a component of this schedule, such as
"Proposal Due date/time" is delayed, the rest of the schedule will likely be shifted by the same
number of days. Any change to the RFP Schedule and Significant Dates shall be reflected in
and issued in an addendum. The approximate schedule is as follows:
Release of Request for Proposals
Due date to Submit Questions
State’s Response to Questions
Proposals Due date/time
Proposal Evaluations
Discussion with Priority Listed Offerors (if necessary)
Best and Final Offer (if necessary)
Notice of Award
Contract Start Date

1.6

2/19/21
2/24/21
3/1/21
3/19/21 4:00 PM HST
3/24/21
3/26/21
3/30/21
3/31/21
4/9/21

QUESTIONS AND ANSWERS PRIOR TO OPENING OF PROPOSALS
All questions shall be submitted by the due date specified in Section 1.5, RFP Schedule and
Significant Dates, as amended.
The State will respond to questions through Addenda/Amendments by the date specified in
Section 1.5, RFP Schedule and Significant Dates, as amended.
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SECTION TWO
BACKGROUND AND SCOPE OF WORK
2.1

PROJECT OVERVIEW AND HISTORY
The proposed project will build upon the foundation established in Phase I and Phase
II of the Hawaii Defense Economy Project. This Phase (Phase III) will work towards
the establishment of a Learning Management System (LMS) designed to educate the
local defense contractor community about the cybersecurity requirements enacted by
DoD. This project will also provide the opportunity for select local contractors who
currently, or potentially could, handle Controlled Unclassified Information (CUI) to
undergo an assessment/gap analysis of their existing compliance with DoD
cybersecurity requirements.

Phase I Summary
The major deliverables accomplished during Phase I of the project were:

•

Website: The Hawaii Defense Economy (HDE) website
(defenseeconomy.hawaii.gov) was developed as a vehicle to share
information about military in Hawaii and provide users with dynamic,
interactive data analysis tools that allow businesses in Hawaii to explore
opportunities within the local military industry. It also became a tool for
planners to better understand the economic impact of DoD changes. HDE
website components included: See hawaiidefenseeconomy.org.

o Economic insights and key metrics/infographics
o Interactive Data Analysis Tools including value of DoD contracts by
county; search options for DoD contracts since 2008; top products
and services contracted; flow of contracts from agency to prime
contractor and prime to subcontractor; top contractors by agency;
trends in special set‐aside categories; key growth areas; top small
businesses; contracts (number and value) by county; and map and
search engine for companies.

o Website hosting systems in conjunction with the Department of
Labor and Industrial Relations Office of Community Services

o Website user manual to enable the Department of Labor and

Industrial Relations Office of Community Services to manage,
update and maintain website content, function and IT
infrastructure.
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•

Stakeholder Relations: The Phase I project team started to build
relationships with key stakeholders including government officials,
businesspeople, and small business advocates statewide, to develop the
HDE website and tools, increase awareness and usage of the available
tools, as well as deepen the community’s understanding about military
presence and impact in Hawaii.

•

Action Plan: After gathering and analyzing data through the HDE
website and stakeholder meetings, the project team identified
opportunities for Hawaii’s defense supply chain to adjust and adapt to the
military’s changing requirements in a timely manner, which included high
economic impact and future growth potential sectors like cyber security,
ship repair and missile defense.

Phase II Summary
The major deliverables accomplished during Phase II of the project
were:

•

Upgrade of the Hawaii Defense Economy website improved interface
and application, enhanced data interpretation and ensured sustainability,
as well as refreshed data and streamlined website functionality. Provided
access to the most accurate and up‐to‐date data, analysis and insight
critical in developing and supporting actionable community adjustment
strategies and plans.

•

Developed a comprehensive analysis of strengths, weaknesses, and
potential opportunities and threats (SWOT) for key industries that play or could
play a major role in Hawaii’s defense economy. The SWOT analysis helped to
identify military defense sectors and other industries most vulnerable to
economic downturns or changes in DoD spending. It also aided in the
determination of prospective areas to transition capacity and services in the
private sector to support the military industry and sustain the local economy.
Note: The three military defense sectors identified as critical and opportunistic
during the Phase II research and analysis process included ship repair, cyber
security and information technology, and engineering services.

•

Development of an Action Plan identifying the major focus areas of
Phase III. The Action Plan included recommendations for future efforts
related to education and technical assistance as it relates to existing and
potential cybersecurity requirements enacted by DoD.
Note: funding will not be provided to assist with resolving identified
contractor IT deficiencies. Funding will be limited to only those efforts
4
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designed to educate, identify, and assess contractor compliance with DoD
cybersecurity requirements.
2.2

SCOPE OF WORK
Phase III of this project will include three (3) phases (Phases A, B and C) of
implementation, which will help to accomplish the following project
deliverables: (A)
Initiation and Planning, (B) Program Development and Outreach, (C) Sustainability
Initiatives.
Phase A: Project Initiation and Planning

•
•
•

Select and confirm a project team, including contractors and any sub-contractors.
Develop an outreach campaign designed to identify a broad audience of existing and
potential DoD contractors.
In collaboration with DBEDT and other resource partners, create a consistent messaging
narrative related to DoD cybersecurity requirements.

The first Phase (Phase A) of this project is anticipated to occur between the first
and second month of contract performance.
Phase B: Program Development

•

Identify, develop, and implement an Education and Learning Environment System
(ELES). This ELES will include, but not be limited to, the production of educational
material, the planning, marketing, scheduling, and leading of learning events requiring
participant registration, the participation of recognized leaders in the field of federal
and DoD cybersecurity efforts during training evets, the development of a frequently
asked questions resource document, and the development and dissemination of
participant surveys designed to gauge effectiveness of contractor efforts. This ELES is
anticipated to provide fundamental cybersecurity requirements education to
approximately 500 local companies. The ELES will be user friendly and provide a
wide level of knowledge material for FAR, DFARS, and NIST information and
cybersecurity requirements.
Note: all ELES related material will be approved by DBEDT prior to public release. All
ELES material produced in this effort will become the property of DBEDT at time of
approval.

•

Providing cybersecurity assessments/gap analysis for DoD contractors who currently
or potentially handle Controlled Unclassified Information (CUI). This assessment/gap
analysis will comply with the methodology provided in National Institute of Science
and Technology (NIST) 800-171. The result of the assessment/gap analysis will
enable the contractor to provide an accurate scoring indicator into the Supplier
Performance Risk System (SPRS) used by federal contractors/contracting officers.
The contractor will be required to maintain a list of local businesses for whom the
5
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assessment/gap analysis is performed and the status of those assessments. In
addition to the surveys developed and disseminated for the LMS, a survey will be
developed and disseminated for those companies for which an assessment/gap
analysis was performed. This survey will gauge the level of satisfaction with the
contractor’s performance during the assessment/gap analysis. The assessment/gap
analysis is expected to assist approximately 40 local companies.
This second Phase (Phase B) is expected to occur between the third and sixteenth month
of contract performance.
Phase C: Sustainability and Next Steps

•

Submission of a Phase III final report which details a summary of program initiatives,
outcomes, obstacles, and other applicable findings.
Submission of a comprehensive sustainability plan detailing how the education and
technical assistance provided during Phase III can continue beyond the contract
period of performance.

•

This third Phase (Phase C) will occur during months seventeen and eighteen of contract
performance.
DELIVERABLES
The prime contractor will deliver the following tangible deliverables upon
completion of Phase III of this project:
The contractor will be responsible for implementing and submitting the following efforts in
detail:
1) a final report that includes a recap of the following efforts: in addition to:
2) a sustainability plan for ongoing cybersecurity outreach and assistance, as noted below:
• Education & Outreach
ELES Platform: Summary and examples of all educational materials and recap report of
user (DoD current and potential contractor) feedback regarding the educational materials
and user experience.
• Frequently Asked Questions
List of Frequently Asked Questions (FAQ) regarding DoD cybersecurity contracting
requirements – this will help DBEDT and DoD better understand how to address any areas
of confusion, miscommunication and/or ways to support and streamline the cybersecurity
contracting compliance process.
• Survey Results
Summary of ELES users’ cybersecurity status, maturity and readiness to provide a better
picture of Hawaii’s DoD supply chain cybersecurity compliance and help navigate any next
step recommendations for guidance and support. Summary of assessment/gap analysis
effectiveness.
•

Assessments/Gap Analysis
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Summary and components of the online Gap Analysis tool that will assist DoD Hawaiibased contractors handling or potentially handling CUI.
• Technical Assistance:
Final report of the total number and background of companies assisted; total hours
required to help them complete the NIST 800-171 compliance Gap Analysis and DoD
Assessment Methodology.
• Sustainability
The sustainability plan shall include, but not be limited to, a recap of challenges identified,
and any modifications made during Phase III while providing DoD cybersecurity outreach
and assistance. The plan must also include detailed recommendations and justifications
for a proposed budget for addressing and resolving any ongoing and/or future DoD
cybersecurity contracting compliance needs in Hawaii.

2.3

HAWAII DEPARTMENT OF BUSINESS, ECONOMIC DEVELOPMENT & TOURISM
RESPONSIBILITIES
MANAGEMENT
This project will be managed by the State of Hawaii Department of Business, Economic
Development & Tourism (DBEDT), with assistance and input from various organizations
throughout the State as needed.
This proposed project will serve as potentially the final phase to collaborate with key local
stakeholders regarding the critical impact DoD’s cybersecurity requirements have upon
the local defense industry. The education and technical assistance related to DoD
cybersecurity requirements provided during Phase III will help to identify and/or confirm
priority areas for both the private sector and the State to focus on developing action plans
that will sustain and strengthen Hawaii’s military defense industry, ensure current and
future compliance with DoD cybersecurity requirements for the local defense supply chain,
and assist with diversifying and boosting economic resiliency.

2.4

TERM OF CONTRACT
This contract shall be for a period of 18 months and is contingent upon award of a Phase III
grant from the Office of Local Defense Community Cooperation. The anticipated start date
for this contract (contingent upon the Phase III award) is April 7, 2021 and the anticipated
end date is September 7, 2022 provided that the contract may be extended in accordance
with paragraph 19, Modifications of Contracts, or other applicable provision, of the General
Conditions. The Contractor will not be entitled to any additional compensation to complete
the services in the primary contract.

2.5

CONTRACT ADMINISTRATOR
7
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For the purposes of this contract, Mark J. Ritchie, Business Development & Support
Division Branch Chief, (808) 587-2785, or his authorized representative, is designated
the Contract Administrator.
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SECTION THREE
PROPOSAL FORMAT AND CONTENT
3.1

OFFEROR’S AUTHORITY TO SUBMIT AN OFFER
The State will not participate in determinations regarding an Offeror's authority to sell a
product or service. If there is a question or doubt regarding an Offeror's right or ability to
obtain and sell a product or service, the Offeror shall resolve that question prior to
submitting an offer.

3.2

3.3

REQUIRED REVIEW
3.2.1

Before submitting a proposal, each Offeror must thoroughly and carefully examine
this RFP, any attachment, addendum, and other relevant document, to ensure
Offeror understands the requirements of the RFP. Offeror must also become
familiar with state, local, and federal laws, statutes, ordinances, rules, and
regulations that may in any manner affect cost, progress, or performance of the
work required.

3.2.2

Should Offeror find defects and questionable or objectionable items in the RFP,
Offeror shall notify DBEDT in writing prior to the deadline for written questions as
stated in the RFP Schedule and Significant Dates, as amended. This will allow the
issuance of any necessary corrections and/or amendments to the RFP by
addendum, and mitigate reliance on a defective solicitation and exposure of
proposal(s) upon which award could not be made.

PROPOSAL PREPARATION COSTS
Any and all costs incurred by the Offeror in preparing or submitting a proposal shall be the
Offeror’s sole responsibility whether or not any award results from this RFP. The State
shall not reimburse such costs.
Bid security is not required for this RFP.

3.4

TAX LIABILITY
3.4.1

Work to be performed under this solicitation is a business activity taxable under
HRS Chapter 237, and if applicable, taxable under HRS Chapter 238. Contractor
is advised that they are liable for the Hawaii General Excise Tax (GET). If,
however, an Offeror is a person exempt by the HRS from paying the GET and
therefore not liable for the taxes on this solicitation, Offeror shall state its tax
exempt status and cite the HRS section allowing the exemption.

3.4.2

Federal I.D. Number and Hawaii General Excise Tax License I.D. Offeror shall
submit its current Federal I.D. number and Hawaii General Excise Tax License I.D.
number in the space provided on Offer Form, page OF-1, thereby attesting that the
Offeror is doing business in the State and that Offeror will pay such taxes on all
sales made to the State.
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3.5

PROPERTY OF STATE
All proposals become the property of the State of Hawaii.

3.6

3.7

CONFIDENTIAL INFORMATION
3.6.1

If an Offeror believes that any portion of a proposal, offer, specification, protest, or
correspondence contains information that should be withheld from disclosure as
confidential, then the Offeror shall inform the Procurement Officer named on the
cover of this RFP in writing and provide justification to support the Offeror’s
confidentiality claim. Price is not considered confidential and will not be withheld.

3.6.2

An Offeror shall request in writing nondisclosure of information such as designated
trade secrets or other proprietary data Offeror considers to be confidential. Such
requests for nondisclosure shall accompany the proposal, be clearly marked, and
shall be readily separable from the proposal in order to facilitate eventual public
inspection of the non-confidential portion of the proposal.

EXCEPTIONS
Should Offeror take any exception to the terms, conditions, specifications, or other
requirements listed in the RFP, Offeror shall list such exceptions in this section of the
Offeror’s proposal. Offeror shall reference the RFP section where exception is taken, a
description of the exception taken, and the proposed alternative, if any. The State
reserves the right to accept or not accept any exceptions.
No exceptions to the AG General Conditions that are required by law shall be considered.

3.8

3.9

PROPOSAL OBJECTIVES
3.8.1

One of the objectives of this RFP is to make proposal preparation easy and
efficient, while giving Offerors ample opportunity to highlight their proposals. The
evaluation process must also be manageable and effective.

3.8.2

Proposals shall be prepared in a straightforward and concise manner, in a format
that is reasonably consistent and appropriate for the purpose. Emphasis will be
on completeness and clarity and content.

3.8.3

When an Offeror submits a proposal, it shall be considered a complete plan for
accomplishing the tasks described in this RFP and any supplemental tasks the
Offeror has identified as necessary to successfully complete the obligations
outlined in this RFP.

3.8.4

The proposal shall describe in detail the Offeror’s ability and availability of services
to meet the goals and objectives of this RFP as stated in Section 2.2 SCOPE OF
WORK.

3.8.5

Offeror shall submit a proposal that includes an overall strategy, timeline and plan
for the work proposed as well as expected results and possible shortfalls.

PROPOSAL FORMS
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3.9.1

To be considered responsive, the Offeror’s proposal shall respond to and include
all items specified in this RFP and any subsequent addendum. Any proposal
offering any other set of terms and conditions that conflict with the terms and
conditions provided in the RFP or in any subsequent addendum may be rejected
without further consideration.

3.9.2

Offer Form, Page OF-1. Offer Form, OF-1 is required to be completed using
Offeror’s exact legal name as registered with the Department of Commerce and
Consumer Affairs, if applicable, in the appropriate space on Offer Form, OF-1
(SECTION SEVEN, Attachment 1). Failure to do so may delay proper execution of
the Contract.
The Offeror’s authorized signature on the Offer Form, OF-1 shall be an original
signature in ink (blue ink preferred), which shall be required before an award, if
any, can be made. The submission of the proposal shall indicate Offeror’s intent
to be bound.

3.9.3

3.10

Offer Form, Page OF-2. Pricing shall be submitted on Offer Form OF-2 (SECTION
SEVEN, Attachment 2). The price shall be the all-inclusive cost, including the
GET, to the State. No other costs will be honored. Any unit prices shall be
inclusive.

PROPOSAL CONTENTS
Proposals must:
3.10.1 Include a transmittal letter to confirm that the Offeror shall comply with the
requirements, provisions, terms, and conditions specified in this RFP.
3.10.2 Include a signed Offer Form OF-1 with the complete name and address of Offeror’s
firm and the name, mailing address, telephone number, email address, and fax
number of the person the State should contact regarding the Offeror’s proposal.
3.10.3 If subcontractor(s) will be used, append a statement to the transmittal letter from
each subcontractor, signed by an individual authorized to legally bind the
subcontractor and stating the following. No work shall be subcontracted without
the prior written approval of DBEDT.
a.

The general scope of work to be performed by the subcontractor;

b.

The subcontractor’s willingness to perform for the indicated Offeror.

3.10.4 Provide all of the information requested in this RFP in the order specified.
3.10.5 Be organized into sections, following the exact format using all titles, subtitles, and
numbering, with tabs separating each section described below. Each section must
be addressed individually and pages must be numbered.
a.

Transmittal Letter
See SECTION SEVEN, Attachment 1, Offer Form OF-1.
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b.

Experience and Capabilities.

Minimum Requirements:
Expertise in providing educational events and producing educational
material related to DOD cybersecurity requirements:

The contractor will be responsible for overseeing
and organizing a management team responsible
for:
•
•

•
•

The production of educational material related to DoD
cybersecurity requirements.
Developing, scheduling, and leading educational events related
to DoD cybersecurity requirements.
Identifying, implementing, and adjusting as
needed, both short- and long-term goals
Engaging with DBEDT and other resource
partners to deliver consistent messaging
related to DoD cybersecurity requirements.

Experience with conducting assessments related to DoD/NIST
cybersecurity methodology and requirements for Hawaii
businesses.

c.

Proposal including an overall strategy, timeline and plan.
1) Describe the activities, include who will do the work and timelines for each
activity.
2) Describe who will oversee the project activities.
3) Describe how all partners identified commit to and will work toward the
goals.

d.

e.

Pricing.
1) Not to exceed $345,400.00
See SECTION SEVEN, Attachment 2, Offer Form OF-2.
Exceptions. See Section 3.7
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3.11

SUBMISSION OF PROPOSAL
The submission of a proposal shall constitute an incontrovertible representation by the
Offeror of compliance with every requirement of the RFP, and that the RFP documents
are sufficient in scope and detail to indicate and convey reasonable understanding of all
of its terms and conditions.
Offeror shall submit the original proposal and three (3) copies. Proposals shall be received
at DBEDT’s Business Development & Support Division Office located at 250 South Hotel
Street, Suite 503, Honolulu, HI 96813, no later than 4:00 P.M. on March 19, 2021.
Proposals must be mailed or delivered to the address above in a sealed envelope
marked with the Solicitation No. RFP-21-05-BDSD. No electronic applications will
be accepted.
LATE SUBMITTALS:
1) Submittals received after 4:00 P.M. (HST) on March 19, 2021, will be considered “late”
and will be ineligible for consideration.
2) In all instances, Offerors are cautioned to make prior arrangements to ensure delivery
by the due date and time.

3.12

RECEIPT AND REGISTER OF PROPOSALS
Proposals must be received no later than the date and time specified in Section 1.5, RFP
Schedule and Significant Dates, or as amended.
Proposals will be opened in the presence of two or more state officials.
The contract file, including the register of proposals and proposals of the Offeror(s) shall
be open to public inspection upon posting of award pursuant to section 103D-303, HRS.

3.13

BEST AND FINAL OFFER (BAFO)
If the State determines a BAFO is necessary, it shall request one from the Offeror. The
Offeror shall submit its BAFO, and any BAFO received after the deadline shall not be
considered. If an Offeror does not submit a BAFO when requested by the State, the
Offeror’s immediate previous offer will be construed as its BAFO.

3.14

MODIFICATION PRIOR TO SUBMITTAL DEADLINE OR WITHDRAWAL OF OFFERS
3.14.1 The Offeror may modify or withdraw a proposal before the proposal due date and
time.
3.14.2 Any change, addition, deletion of attachment(s) or data entry of an Offer may be
made prior to the deadline for submittal of offers.

3.15

MISTAKES IN PROPOSALS
3.15.1 Mistakes shall not be corrected after award of contract.
3.15.2 When the Procurement Officer knows or has reason to conclude before award
13
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that a mistake has been made, the Procurement Officer should request the
Offeror to confirm the proposal. If the Offeror alleges mistake, the proposal may
be corrected or withdrawn pursuant to this section.
3.15.3 Once discussions are commenced or after best and final offers are requested,
any priority-listed Offeror may freely correct any mistake by modifying or
withdrawing the proposal until the time and date set for receipt of best and final
offers.
3.15.4 If discussions are not held, or if the best and final offers upon which award will
be made have been received, mistakes shall be corrected to the intended correct
offer whenever the mistake and the intended correct offer are clearly evident on
the face of the proposal, in which event the proposal may not be withdrawn.
3.15.5 If discussions are not held, or if the best and final offers upon which award will
be made have been received, an Offeror alleging a material mistake of fact which
makes a proposal non-responsive may be permitted to withdraw the proposal if:
the mistake is clearly evident on the face of the proposal but the intended correct
offer is not; or the Offeror submits evidence which clearly and convincingly
demonstrates that a mistake was made.
Technical irregularities are matters of form rather than substance evident from the
proposal document, or insignificant mistakes that can be waived or corrected without
prejudice to other Offerors; that is, when there is no effect on price, quality, or quantity.
If discussions are not held or if best and final offers upon which award will be made have
been received, the Procurement Officer may waive such irregularities or allow an Offeror
to correct them if either is in the best interest of the State. Examples include the failure
of an Offeror to: return the number of signed proposals required by the request for
proposals; sign the proposal, but only if the unsigned proposal is accompanied by other
material indicating the Offeror’s intent to be bound; or to acknowledge receipt of an
amendment to the request for proposal, but only if it is clear from the proposal that the
Offeror received the amendment and intended to be bound by its terms; or the
amendment involved had no effect on price, quality or quantity.
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SECTION FOUR
EVALUATION CRITERIA
Evaluation criteria and the associated points are listed below. The award will be made to the
responsive and responsible Offeror whose proposal is determined to be the most advantageous
to the State based on the evaluation criteria listed in this section.
The total number of points used to score a proposal is 100.
a)

Cost of services (25)

b)

Experience, capability and proficiency in developing educational
material, conducting educational events, and performing
assessments/gap analysis related to NIST/DoD requirements. (50)

c)

Proposal, including overall strategy, timeline and plan, as described in
Section 3.10.5.c. (25)

15
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SECTION FIVE
CONTRACTOR SELECTION AND CONTRACT AWARD
5.1

EVALUATION OF PROPOSALS
The Procurement Officer, or an evaluation committee of at least three (3) qualified State
employees selected by the Procurement Officer, shall evaluate proposals. The evaluation
will be based solely on the evaluation criteria set out in Section Four of this RFP.
Prior to holding any discussion, a priority list shall be generated consisting of offers
determined to be acceptable or potentially acceptable. However, proposals may be
accepted without such discussions.
If numerous acceptable and potentially acceptable proposals are submitted, the
evaluation committee may limit the priority list to the three highest ranked, responsive and
responsible Offerors.

5.2

DISCUSSION WITH PRIORITY LISTED OFFERORS
The State may invite priority listed Offerors to discuss their proposals to ensure thorough,
mutual understanding. The State in its sole discretion shall schedule the time and location
for these discussions, generally within the timeframe indicated in RFP Schedule and
Significant Dates. The State may also conduct discussions with priority listed Offerors to
clarify issues regarding the proposals before requesting Best and Final Offers, if
necessary.

5.3

AWARD OF CONTRACT
Method of Award. Award will be made to the responsive and responsible Offeror whose
proposal is determined to be the most advantageous to the State based on the evaluation
criteria set forth in the RFP.

5.4

RESPONSIBILITY OF OFFERORS
Offeror is advised that in order to be awarded a contract under this solicitation, Offeror will
be required to be compliant with all laws governing entities doing business in the State
including the following chapters and pursuant to HRS §103D-310(c):
1.
2.
3.
4.
5.
6.

Chapter 237, General Excise Tax Law;
Chapter 383, Hawaii Employment Security Law;
Chapter 386, Worker’s Compensation Law;
Chapter 392, Temporary Disability Insurance;
Chapter 393, Prepaid Health Care Act; and
§103D-310(c), Certificate of Good Standing (COGS) for entities doing business in the
State.

An offeror may collectively apply for certification of compliance with all of the above on
Hawaii Compliance Express (HCE).
Hawaii Compliance Express. The HCE is an electronic system that allows
vendors/contractors/service providers doing business with the State to quickly and easily
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demonstrate compliance with applicable laws. It is an online system that is an alternative
to the necessity of obtaining paper compliance certificates from the Department of
Taxation, Federal Internal Revenue Service; Department of Labor and Industrial
Relations, and Department of Commerce and Consumer Affairs.
Vendors/contractors/service providers should register with HCE prior to submitting an offer
at https://vendors.ehawaii.gov. The annual registration fee is $12.00 and the ‘Certificate
of Vendor Compliance’ is accepted for the execution of contract and final payment.
Timely Registration on HCE. Vendors/contractors/service providers are advised to
register on HCE as soon as possible. If a valid certificate(s) is not submitted on a timely
basis for award of a contract, an Offeror otherwise responsive and responsible may not
receive the award.
5.5

PROPOSAL AS PART OF THE CONTRACT
This RFP and all or part of the successful proposal may be incorporated into the contract.

5.6

PUBLIC EXAMINATION OF PROPOSALS
Except for confidential portions, the proposals shall be made available for public inspection
upon posting of award pursuant to HRS §103D-303.
If a person is denied access to a State procurement record, the person may appeal the
denial to the Office of Information Practices in accordance with HRS §92F-42.

5.7

DEBRIEFING
Pursuant to HAR §3-122-60, a non-selected Offeror may request a debriefing to
understand the basis for award.
A written request for debriefing shall be made within three (3) working days after the
posting of the award of the contract. The Procurement Officer or designee shall hold the
debriefing within seven (7) working days to the extent practicable from the receipt date of
the written request.
Any protest by the requestor following a debriefing, shall be filed within five (5) working
days, as specified in HAR §103D-303(h).

5.8

PROTEST PROCEDURES
Pursuant to HRS §103D-701 and HAR chapter 3-126, an actual or prospective Offeror
who is aggrieved in connection with the solicitation or award of a contract may submit a
protest. Any protest shall be submitted in writing to the Procurement Officer at:
Mr. Mike McCartney
Director, DBEDT
250 South Hotel Street, 5th Floor
Honolulu, HI 96813
A protest shall be submitted in writing within five (5) working days after the aggrieved
person knows or should have known of the facts giving rise thereto; provided that a protest
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based upon the content of the solicitation shall be submitted in writing prior to the date set
for receipt of offers; and further provided that a protest of an award or proposed award
shall be submitted within five (5) working days after the posting of award or if requested,
within five (5) working days after the Procurement Officer’s debriefing was completed.
The notice of award, if any, resulting from this solicitation shall be posted on the
Procurement Awards, Notices and Solicitations (PANS), which is available on the SPO
website: http://www.hawaii.gov/spo2/source/.
5.9

APPROVALS
Any contract arising out of this solicitation may be subject to the approval of the
Department of the Attorney General, and to all further approvals, including the approval of
the Governor, as required by statute, regulation, rule, order, or other directive.

5.10

CONTRACT EXECUTION
The successful Offeror receiving an award shall enter into a formal written contract. No
performance or payment bond is required for this contract.
No work is to be undertaken by the Contractor prior to the contract’s official
commencement date. The State of Hawaii is not liable for any work, contract, costs,
expenses, loss of profits, or any damages whatsoever incurred by the Contractor prior to
the official starting date.
If an option to extend is mutually agreed upon, the Contractor shall be required to execute
a supplement to the contract for the additional extension period.

5.11

INSURANCE
5.11.1 Prior to the contract start date, the Contractor shall procure at its sole expense and
maintain insurance coverage acceptable to the State in full force and effect
throughout the term of the Contract. The Offeror shall provide proof of insurance
for the following minimum insurance coverage(s) and limit(s) in order to be
awarded a contract. The type of insurance coverage is listed as follows:
1.

Commercial General Liability Insurance
Commercial general liability insurance coverage against claims for bodily
injury and property damage arising out of all operations, activities or
contractual liability by the Contractor, its employees and subcontractors
during the term of the Contract. This insurance shall include the following
coverage and limits specified or required by any applicable law: bodily
injury and property damage coverage with a minimum of $1,000,000 per
occurrence; and with an aggregated limit of $2,000,000. The commercial
general liability policy shall be written on an occurrence basis and the policy
shall provide legal defense costs and expenses in addition to the limits of
liability stated above. The Contractor shall be responsible for payment of
any deductible applicable to this policy.

2.

Automobile Liability Insurance
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Automobile liability insurance covering owned, non-owned, leased, and
hired vehicles with a minimum of $1,000,000 for bodily injury for each
person, $1,000,000 for bodily injury for each accident, and $1,000,000 for
property damage for each accident.
3.

Appropriate levels of per occurrence insurance coverage for workers’
compensation and any other insurance coverage required by Federal or
State law.

5.11.2 The Contractor shall deposit with DBEDT, on or before the effective date of the
Contract, certificate(s) of insurance or insurance endorsement(s) necessary to
satisfy DBEDT that the provisions of the Contract have been complied with, and to
keep such insurance in effect and provide the certificate(s) of insurance or
insurance endorsement(s) to DBEDT during the entire term of the Contract. Upon
request by DBEDT, the Contractor shall furnish a copy of the policy or policies.
5.11.3 The Contractor will immediately provide written notice to DBEDT should any of the
insurance policies evidenced on its certificate of insurance or insurance
endorsement forms be cancelled, limited in scope, or not renewed upon expiration.
5.11.4 The certificates of insurance or insurance endorsements shall contain the following
clauses:
1.

“The State of Hawaii, its departments, attached agencies, officers,
employees and agents are added as additional insured with respect to
operations performed for the State of Hawaii.”

2.

“It is agreed that any insurance maintained by the State of Hawaii will apply
in excess of, and not contribute with, insurance provided by this policy.”

5.11.5. Failure of the Contractor to provide and keep in force such insurance shall
constitute a material default under the Contract, entitling the State to exercise any
or all of the remedies provided in the Contract (including without limitation
terminating the Contract). The procuring of any required policy or policies of
insurance shall not be construed to limit the Contractor’s liability hereunder, or to
fulfill the indemnification provisions of the Contract. Notwithstanding said policy or
policies of insurance, the Contractor shall be responsible for the full and total
amount of any damage, injury, or loss caused by the Contractor’s negligence or
neglect in the provision of services under the Contract.
5.12

PAYMENT
Incremental payments shall be made to the awarded Contractor based upon receipt of
deliverables and progress reports that meet the expectations of the State. The receipt of
deliverables and progress reports shall be due based on the timeline submitted by the
Contractor in the proposal, or as set forth in the Contract.

5.13

CONTRACT INVALIDATION
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If any provision of the contract is found to be invalid, such invalidation will not be construed
to invalidate the entire contract.
5.14

SUBCONTRACTING
No work or services shall be subcontracted or assigned without prior written approval of
the State. No subcontract shall under any circumstances relieve the Contractor of his/her
obligations and liability under the Contract. All persons engaged in performing the work
covered by the Contract shall be considered employees of the Contractor.
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SECTION SIX
SPECIAL PROVISIONS
6.1

OFFER GUARANTY
A proposal security deposit is NOT required for this RFP.

6.2

CERTIFICATION OF OFFEROR CONCERNING WAGES, HOURS AND WORKING
CONDITIONS OF EMPLOYEES SUPPLYING SERVICES (include as applicable)
All Offerors for service contracts shall comply with section 103-55, Hawaii Revised
Statutes, which provides as follows:
Wages, hours, and working conditions of employees of CONTRACTOR supplying
services: Before any prospective Offeror is entitled to submit any offer for the
performance of any contract to supply services in excess of $25,000 to any
governmental agency, Offeror shall certify that the services to be performed will be
performed under the following conditions:
Wages: The services to be rendered shall be performed by employees paid at wages
or salaries not less than the wages paid to public officers and employees for similar
work.
Compliance with labor laws: All applicable laws of the federal, state and Japan
governments relating to workers compensation, unemployment compensation, payment
of wages, and safety will be fully complied with.
No contract to perform services for any governmental contracting agency in excess of
$25,000 shall be granted unless all the conditions of this section are met. Failure to
comply with the conditions of this section during the period of the contract to perform
services shall result in cancellation of the contract.
It shall be the duty of the governmental contracting agency awarding the contract to
perform services in excess of $25,000 to enforce this section.
This section shall apply to all contracts to perform services in excess of $25,000,
including contracts to supply ambulance service and janitorial service.
This section shall not apply to:
(1)

Managerial, supervisory, or clerical personnel.

(2)

Contracts for supplies, materials, or printing.

(3)

Contracts for utility services.

(4)

Contracts to perform personal services under paragraphs (2), (3),
(12), and (15) of section 76-16, paragraphs (7), (8), and (9) of section
46-33, and paragraphs (7), (8), and (12) of section 76-77, Hawaii
Revised Statutes, (HRS).
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(5)

Contracts for professional services.

(6)

Contracts to operate refreshment concessions in public parks, or to
provide food services to educational institutions.

(7)

Contracts with nonprofit institutions.
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SECTION SEVEN
ATTACHMENTS AND EXHIBITS
•
•
•
•

Attachment 1: OFFER FORM, OF-1
Attachment 2: OFFER FORM, OF-2
Exhibit A:
AG GENERAL CONDITIONS
Exhibit B:
OVERVIEW OF THE RFP PROCESS

23

RFP-21-05-BDSD

OFFER FORM
OF-1
SEALED OFFERS FOR THE CYBERSECURITY EDUCATION AND TECHNICAL

ASSISTANCE RELATED TO U.S. DEPARTMENT OF DEFENSE CONTRACTING
STATE OF HAWAII
DEPARTMENT OF BUSINESS, ECONOMIC DEVELOPMENT & TOURISM
RFP-21-05-BDSD

Mr. Mike McCartney
Department of Business, Economic Development & Tourism
State of Hawaii
250 South Hotel Street, 5th Floor, Ewa Wing
Honolulu, Hawaii 96813
Dear Mr. McCartney:
The undersigned has carefully read and understands the terms and conditions specified in the
Specifications and Special Provisions attached hereto, and in the General Conditions, by
reference made a part hereof and available upon request; and hereby submits the following offer
to perform the work specified herein, all in accordance with the true intent and meaning thereof.
The undersigned further understands and agrees that by submitting this offer, 1) he/she is
declaring his/her offer is not in violation of Chapter 84, Hawaii Revised Statutes, concerning
prohibited State contracts, and 2) he/she is certifying that the price(s) submitted was (were)
independently arrived at without collusion.
Offeror is:
 Sole Proprietor  Partnership
 Other
*State of incorporation:

 *Corporation

 Joint Venture

Hawaii General Excise Tax License I.D. No.
Federal I.D. No.
Payment address (other than street address below):
City, State, Zip Code:
Business address (street address):
City, State, Zip Code:
Respectfully submitted:
Date:

(x)

Telephone No.:
Fax No.:
E-mail Address:

ATTACHMENT 1
OFFER FORM

Authorized (Original) Signature
Name and Title (Please Type or Print)

**

Exact Legal Name of Company (Offeror)

OF-1
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**If Offeror is a “dba” or a “division” of a corporation, furnish the exact legal name of the
corporation under which the awarded contract will be executed:

ATTACHMENT 1
OFFER FORM

OF-1

RFP-19-06-BDSD

OFFER FORM
OF-2

Total contract cost for accomplishing the development and delivery of the services.
$

Note: Contract cost not to exceed $345,400.00. Pricing shall include labor, materials,
supplies, all applicable taxes, and any other costs incurred to provide the specified
services.

Offeror

ATTACHMENT 2
OFFER FORM

OF-2

Name of Company
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OVERVIEW OF THE RFP PROCESS
5.1

The RFP is issued pursuant to Subchapter 6 of HAR Chapter 3-122,
implementing HRS §103D-303.

5.2

The procurement process begins with the issuance of the RFP and the
formal response to any written questions or inquiries regarding the RFP.
Changes to the RFP will be made only by Addendum.

5.3

The register of proposals and Offerors’ proposals shall be open to public
inspection after posting of the award.
All proposals and other material submitted by Offerors become the
property of the State and may be returned only at the State’s option.

5.4

The Procurement Officer, or an evaluation committee approved by the
Procurement Officer, shall evaluate the proposals in accordance with the
evaluation criteria in Section Four.

5.5

Proposals may be accepted on evaluation without discussion. However, if
deemed necessary, prior to entering into discussions, a "priority list" of
responsible Offerors submitting acceptable and potentially acceptable
proposals shall be generated. The priority list may be limited to a minimum
of three responsible Offerors who submitted the highest-ranked proposals.
The objective of these discussions is to clarify issues regarding the Offeror’s
proposal before the BAFO is tendered.

5.6

If during discussions there is a need for any substantial clarification or
change in the RFP, the RFP shall be amended by an addendum to
incorporate such clarification or change. Addenda to the RFP shall be
distributed only to priority listed Offerors.

5.7

Following any discussions, Priority Listed Offerors will be invited to submit
their BAFO, if required. The Procurement Officer or an evaluation committee
reserves the right to have additional rounds of discussions with the Priority
Listed Offerors prior to the submission of the BAFO.

5.8

The date and time for Offerors to submit their BAFO, if any, is indicated in
Section 1.4, RFP Schedule and Significant Dates. If Offeror does not submit
a notice of withdrawal or a BAFO, the Offeror’s immediate previous offer
shall be construed as its BAFO.

5.9

After receipt and evaluation of the BAFOs in accordance with the evaluation
criteria in Section Four, the Procurement Officer or an evaluation committee
will make its recommendation. The Procurement Officer will award the
contract to the Offeror whose proposal is determined to be the most
advantageous to the State taking into consideration price and the evaluation
factors set forth in Section Four.

EXHIBIT B
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5.10

The contents of any proposal shall not be disclosed during the review,
evaluation, or discussion. Once award notice is posted, all proposals,
successful and unsuccessful, become available for public inspection. Those
sections that the Offeror and the State agree are confidential and/or
proprietary that were identified by the Offerors shall be excluded from
access.

5.11

The Procurement Officer or an evaluation committee reserves the right to
determine what is in the best interest of the State for purposes of reviewing
and evaluating proposals submitted in response to the RFP. The
Procurement Officer or an evaluation committee will conduct a
comprehensive, fair and impartial evaluation of proposals received in
response to the RFP.

5.12

The RFP, any addenda issued, and the successful Offeror's proposal shall
become a part of the contract. All proposals shall become the property of the
State of Hawaii.

EXHIBIT B
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